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1) H s BRI W R DA i e 1 3 B
SR e o7 B RV R JE LR A . 2% 22 R 1)
TR A M LA TF RIS =2, [ i S R R sl P A
ZREPERGIN 7B R M . ShAl, AU
BNV N RN ARRTE, (045 ot 2 b 2
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T ORI bRy B B, T I 8% 22 4 AT A
TR I 2 251

AR, AMEARFARI G T 2R,
VF 2 /NFEAR B LT R T /A B skl
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1 HHxXIE
11 WFREFHEN

FAF R TR SCAR G R R B A
R B B E B A, XL 2R,
BIRL DT HEAF . thFf. AARRFESE., 5
1T R AL AR & Twitter K7 BT ek H 44,
Bl it 7K 55 AR O RIS, A SV R
W) 8% 22 A A R N e T X 8% 22 A B A5 S R
FLA FE A5 B 2 2ok B & H R AT T IR 2 S0 &
JE S AT H &5 B 5. Yageioglu 25U 5 A7 4
2 M 2% (CNN, convolutional neural network) Fll
FEHAICIZ (LSTM, long short-term memory) 4% LA
BRI N I TTIRAE RN, R4S BT UK
K Twitter H R X 48 22 A A . Qiu 25PN T I Lk
T W R LT T DX sl B 1) 2 SRR R R AR Y,
TXLLAGERY M 25 - PR3 B B s b B B PR O 2 Mk
HAE R H B 55K, Ritter 222 BT 78 10 F 45443
NIFEA, WREK S EIRE . A A A R S5
(DDoS, distributed denial of service) I i A1 H 45 it
&, I iE I 55 B T v N Twitter H 42 U A4k
R T2 (X 45 ik o Satyapanich 2536 3 [ 1
B 2 2 A AT SCARAE B EG, MR TS 5 Fh
FARR MBI, FRRH T — MR S SR
GE IR 4 e A RS, Luo 5P2E T
— PSRRI RS B RS, DA 213w 1
77 RIRHOCRY L WX 28 22 A F B AR IUTE S5 T
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2 AT AR B R SR A A M B ) SR I v . 1K
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T3 e 3 A1 28 T 75 K R AR 0 il SR I R A
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VAR M2 P 5 AR AR A 55 B3R
YU RAFIOMERE, Bl TR 1. Chen %)
e ¥ — A Eh A2t R k2% (DMCNN, dy-
namic multi-pooling convolutional neural network) ,
F T SO il 3] T 2R AE . Nguyen 55 1245% B
X JA] 3 V3 4 222 ) 2% - (B-RNN, bidirectional recursive
neural network) %% >J B FBURFIE 7R RAf B )+ i)
IR FRo BbAh, EHPFFREPIGINT EH
#% (GCN, graph convolutional network), ¥ & 7
A WL BE B 47 M 4l 3R AR A AR S R SCAE
Bo SRR LT IR R T B B I, 75
BRME KRB . W48 22 445U AH 9 SCAREL
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SRIMAENEEAR T, B TA B IR
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FH B VE B0 SR BT YIRS AL o 7E S B 1) F
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JEANRNL 32 21 1 BR A1

BEAE MR BRI 5 (W NEAR 5D B TR
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PR FA AR . Cong SR H T —Fh 5L T3 1d
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FEAS 2 S A6 RS DA S0 46 I RE 8 47 Je 2138 1) <4
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(DMB-PN, dynamic-memory-based prototypical net-
work) KA A) T b, SCHL/INEE A A .
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55 B AE 52 AL 2S D 2 FE i (MRC, machine read-
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RAEDER SR, X155 AR 3 A IR
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T BRI 1002 B R 1Y 9 T VR R o DL e R R
F BERT il )l 20 A5 784 1 2601 1 oK 3R B A 7 (1 18 SUAS
B, BARAAE PR 180 2 A it o s e SRR A
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Ik, EIZead e, 8582 i 481 280,
Hod ek B B A SRR, AT A BOET I
GRA| LY 7R B 4R
221 RTFIE

Z B SCER[1S]I B K, A SC#E i wikA & r
YRR G AR AR R E ) SRR AR AL 1 R
EIZad Ry, KPR A& A9 BB
BUAR, DUAR AR A il SR . S R M A
Ho HESCERISIAR B Z, AfmARERE A H
A BCHT ISR I SR R HERA 28, ARSI
T BRAE ] SR AR R SCAHIAE Hh R S DG 1]
SR bR S HEAT KB o 1% 1 B O AR R Tl
W25 1) BERT #5284 1 {5 Y 1) A 4 S 38 7 SR s 7 3C
A, NI PEAEFT S o AR BRI T H1 m o FH— A
BERR e VIR SCAS, B Aw o2& A8 F I 257 1) BERT
G B0 BT HTON R T X R FH AR R A Q=
{01:92:05 .0, ) AT 05, 3B EATH B3
TR

XTI 26 2 A AR, 24 AR AT
UARX %y e YILRL. HARRUL, & 5K
T( -, )BXFy 3 A RIS T, K5 W
RAUCHES, FFARAb4E N[ CLS 1hric A1 45 A [ SEP ]
Frid b, PHESR—DFTF S m. B, RiH

Wi sC Ak X= “ RN Z B g, HEPEEE
FMER” BB T y= “HIREE " FARA, K
IR Y]

m=T(Xy)=[CLS]X?[MASK ], [SEP] (2)
Forf, [CLS]HI[SEP J2HEiR 4. BN 5 m A%
4% BERT 4ufid 28 31T gmfd i, W LASRA A
WT7E [ MASK TARZE A7 B H IR . A 7K 5]
RS SE E INUGESS S S QN I S E N
PRASHIMLES (353.2.275) . IXFHBL fo VA R 45
NSO A R 2 [B] A DG
222 A& AR

PRI SCHR[36-37], A 1] WL S i 70 AR 7R 4 H AN
P22 BT . ARSCONE T — N e Fi
FRAF TR, 2% W b AR 10 0 A AR A 25 3R] 4
KBTS LA (R FTR), DL A
TU% H AR S 2 AT AR 0T 2K 2R o

BHART7 0 W e USR8, A
SCR I 2 /N R4 43 0 8 SCT 9 B AN S B Rk
B, RPN R S IR 2 2 A AU I A A 1] B
IR, B T RIAR R, il HdE i
Fa7 BB WA CURTRk” . 1R
BRI, “HERMER 7 R AFE S HURE R A
P HL R ARG 1, W0 “data breach” “compromise”
“leak” 1 “stolen” &5 AHa) AR a] LS 1) DG B 1] o
BTS2 4% B i R Rl AT 0 2%, A AR 2R 2
36 F fid R AH SC IR RIS, DR AT DA 2 A 2 i)
B ST () O ¥ SR B S AR R o R AR . BRI (3)
FiR, R — NS 2 SRR IR bR 25 1] B S

OB S 3)
=1
o, £ (o) ARSI RS, v RSO

*1 EHRE ARG

PR

FFPRE

DataBreach(Attack.Databreach)
Phishing(Attack.Phishing)
Ransom(Attack.Ransom)
DDoSAttack
Malware
SupplyChain
VulnerabilityExploitation
VulnerabilityDiscover(Discover. Vulnerability)

VulnerabilityPatch(Patch. Vulnerability)

data breach,compromised,exposed, leaked, stolen,accessed,selling,***
phishing attack,tricked,impersonated, forged,masquerading,lure,-*-
ransom, extort, demanding,ransomware attack, pay, asking, requested,**
DDoSattack, denial-of-service attack, disables , disrupt,-**
virus,malware,spyware,infected,accessing,attacked, -+
supply chain attack,unauthorized,-**
impact,caused,exploited,flaw, resulted,froze,-*
discovered, found, revealed,identified,reporting,-*

patched, fixed, updates,**
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25 1] B S R 5T DAAR A RRAE ) & v FHAEAS 53] PR AL
B W, FRHIE A B B FUE AR RS, IR
I ERE AR A

WIR AN SR S5HR 280 UILES, W f (v) ¥ KT
BEET o, N SCANG R VA A B ) A 2R A
R, MRS (v)/NTr, WHZSCARAJE T 2
B Ban, WERXGR SR BT 2, ki
GRGY, JEE) KA

f(v) = W,Infected + W, Virus 4)

W g ON ST B HF AR ) R AT DL R R N v =
[Vivy,vyvevs ] U “RRGe” M “p3e”, NI
v =[1,0,0,1,01, & ICHEIA KIBUE T LOE )1 2515
Bl o BRI PR PR SRIRE X AR B S ) &
FHIR TTRR — € BIALE, AT IN 9 AE Af 455 AN S il )
VB SCRMERRAR, [ 3] T 2 E PR
223 R

N T FEERANSCRFEA RS AR, @i
BERT 2t J5 A= 1 SCAS 1) [e) B AIBRAS ) B4 A, SR
AR SZAE R RS (- ) BB 2 A B2 (A ) S A
RGEAE . X TAERKI LR R v My, RIZHE
TN

(v,.,vj)

( XMD
Forbt, v, Flv, 4 SR N SEA x, i, T 9 28
1 H softmax B8 0 AH AL 45 70 #E AT 5 — 4L, 0
K(6) .

S(vl.,vj) = cos(vi,vj) = (5)

V.

1

P eS(x,-,y_,-) 6
’ sum(es(x"’y*)) ©

Wy, FoR TR IR NS, By, 005,
AEFE MR AR y,o I RS2 AL R 5
B R RS 2GRN S 2 8] AR REAS 55
AR TR AL R IR ICFEAF AR RS, HAE
HERADEEAE, 8 R AE IS I8 Al E & N bR
2. HEAZEEDE Query M &5 — 4 Key A & it
1T BRI AR 2 AL E . AR5, RTAH R
Value [A] &R, 4152145 R H TiHE L n &,
IR SRR R LR R . S, AR
B VPR MR A E AR, (TEHREE

W R RIS, FERRAB U AR A SRR H &
IARZE o
N TSR A O AN, A SO
H e AH AL BE score, SRR DE A Oh R 2E, FLAE 0
KPR B BCERE, RAMUESD R
IR FRAE A SO B IE AR . X IR 1 BTk
R80T 1 1] R ) A e e AR ABURE AT B 1 S 491
A2 G HA) o AR R A
score,, = max P, @)
SR L RNGE T R 3 5 710 A BOHT ) Has R 1
R iR . b, BEVE LERIRS)~ B IR 6)RILAE
FIHTSA], IR AT S RN GRREAR S I, DA
TRA R SCA B B i 2 R IR 8 S 2 iR R
eI
Bl SR SR AL
N PR 854 D, ARARE SRR D,
kYRR e sy Rt
1) 58 XTI 2k 1) BERT #E41%E AR K £ epoch, Al
FF 7 A RIS AR H epoch,
2) for epoch in epoch, do
3)  XWTF D, FERERINGFEA, 4T BERT
BRI I 2R A
4) end for
5) M S o 0] 2 J7 92 O RO B, ok
PR EEAE D BEAT BRI 5, AR Y 9 2
LD
6) ¥ ChRiE R EE D, SR B 4L DY 5 I
TE HGHT I 2R 46 D'
7) for epoch in epoch, do
8) MR AF R, AR
258 D' AT BB OR
9) end for
10) & [ 25 58 il (1 7 A
2.3 EHREMRBIAHEEEUIZ
FERR G — B RSO BE Y 78 A2 B S
HIRGEIRE ST, DAy RNGRsLhl. Ra, R
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“This text is about <mask>" (& [ HAFRAD H
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1) Protol® L — i JFL R jH 2% (1) /NREAS 2 3] T i
T IFIE IS A 2 I 4 2 ) B[R 3R 7R A3 8] (1 s R
TR E,

2) Proto+Dot?7 & — Ffi i FH SRR T S AR AL
] Proto 23, 1% J5 vt vF 5 e & 18] 1) S AR B 4L
L ) R AEABA R B

3) PA-CRF! ORI F — A 5L B A4 P 43 2% A BE AL
% (CRE) KA 5, DAL T hr 2 J5 Y
BT R BINE N RE ST, G RN
ORIl

4) HCL-TATV& —Fift 5 T4 55 11 38 B 0 4E 1
RAEST Sk, kR T AN S T AEMN
{14 18] 11K 4 A A 1) 042 1)

5) CyberLSTM! i Ff 77 45 CRF # 2% [ XL [7]
LSTM W 4 %} 0 4% 22 A AR 2R B AT 70 2, HoR A
R Z ML %, LA 3 & iG55
AEFNTA RN o
3.4 SRS

NTRARSOITIEEMER SRR, &
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1) BRI IEM B R EAS 23 P AR AR i
I, 3R T 75.31% 0 F, 73 BUd

2) Proto Ji 5 ) 5% (1) 455 50 2 4y 350 44 g N RF A Al
R, AT N E AR AL SR
L2 RIMBEES, MEEAT 098 A ST iR R
JEE PR 22 I 24 SR 2 5] P R S A R RE AR AR e, A
ARG AT LS I RS I b PR AR AN RO SCA,  Hok
W3R Piaik 79.16%,  AHE T JF 8 W 2545 Bk — 542
Tt RBLIGAE 1 A S ¥ A F T SR 43 2%
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3) WL R Bon, R HEMEARE T
R REFREE IR T, BRI S, A% T HCL-
TAT J5i%, 1E{1,5, 10, IS} MEARTR, ARSCHTEM)
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WAL TTIAE 1-shot B B 5L N IS T &k
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TCEDCL ## 4
BiR S-wayl-shot 5-way5-shot 5-way10-shot 5-way15-shot
P R F, P R F, P R F, P R F|
Proto 16.32%  42.83% 23.63% 18.12%  80.30% 29.56% 24.12%  83.57% 37.43% 34.03% 86.80%  48.89%
Proto+Dot 598% 42.43% 10.48% 23.32%  79.78%  36.09%  34.03%  84.76% 48.56%  38.07%  84.18%  52.43%
PA-CRF 1.26%  3527% 2.43% 38.44%  74.14%  50.63%  44.32%  75.80%  55.94%  7020% 77.84%  73.82%
HCL-TAT 2.08%  51.06% 3.99% 41.90% 76.58%  54.16%  53.88%  81.87% 64.99% 58.86% 87.20% 70.28%
CyberLSTM ~ 22.22% 8.00% 11.76%  50.00% 8.00% 13.79%  66.67% 16.00% 25.81%  62.50%  20.00%  30.30%
AL 41.85% 34.94% 38.08% 74.48% 47.78%  58.20% 78.27% 69.72%  73.75% 79.16% 71.81%  75.31%
CASIE #4fi #2
T S-wayl-shot 5-way5-shot 5-way10-shot 5-way15-shot
P R F, P R F, P R F, P R F,
Proto 7.19%  13.55% 9.39% 7.49%  47.76%  12.95% 9.70% 58.40% 16.63%  11.95% 71.38% 20.47%
Proto+Dot 3.00%  13.43% 491%  20.36% 24.30% 22.16% 22.10%  28.72% 24.97% 21.35% 32.97% 25.92%
PA-CRF 2.62%  13.85% 4.40%  20.24%  26.80% 23.07% 20.28%  35.54% 25.83% 27.93% 2547%  26.64%
HCL-TAT 11.69%  18.76%  14.40%  32.58%  33.27% 32.93% 38.69% 45.67% 41.90% 36.18%  65.41% 46.59%
CyberLSTM  28.57%  4.00% 7.02%  33.33% 6.00% 10.17%  42.85%  12.00% 18.75%  50.00%  12.00%  19.35%
AL 24.50%  23.61% 24.05% 37.77% 42.00% 39.77% 42.86% 46.01% 44.38% 54.40% 43.45% 48.32%
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*5 T EHERLG M S IR 25 4 FEFRIE
g B PUEBER ‘ ARSCHEH T — R R 2 TR AT (R
FE yep P PAHCL-Oer AL g b U RES 7, R R B S AR
S, DataBreach x X J x J 35?23%)[%%, M**EYIE@IZI—‘EP?EEE%EE‘JUH%ﬁ
S, Ransom ‘/ X ‘/ TE’ ?ﬂlW%Tzi‘%#ﬁdﬂﬂFﬁiE%ifﬁﬂﬁ‘]i‘%ﬂ?, ?)\E
s, Phishing  x  x ox x 5 R R R U R, B R MR U, 7
S, Malwere N N 3R I IR RRVE IR, 0 BT X A T A 3

52 41 S,: Customer information from more than
133 000 users was compromised in the incident.
541 S,: The hackers, who identified themselves
‘Turkish Crime Family’ , demanded $75 000 in

Bitcoin or Ethereum, another increasingly popular

as

crypto-currency, or $100 000 worth of iTunes gift
cards in exchange for deleting the alleged cache of data.

SE 1 S, Other messages posed as a rejected fi-
nancial transaction, failed deposit/refund or canceled
order alerts in order to trick the users into opening
them.

SZ 1 S,: Last time, in March 2016, the district
had to cancel school for a day to allow technology
staff time to recover from the malware, which in-
fected some of the district’ s servers and many of its
more than 600 computers.

EF Xt 5241 S,, Proto+Dot. PA-CRF Fll CyberL-
STM B Y A B AR B b I 25 FF AR 54 5 A5 25 2 (8] 1)
MHEKEFR, FiEHE “DataBreach” H i 4 H A
FARRAL M 5 Ab 2 PR U AE A AR ) H AE S
Sk

EFXF 521 S, A CyberLSTM #5 H K fE 1K )
SR “Ransom”, g R0THE T Il R 46 A%
ALY, R HE DL S ) UAF B . CyberLSTM £
R E R IR SCF, AR RD 1
DU, HAERESAAAEA L
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LAY, T AR SO A SR F $ 7 [ 2 5 12 78 40
A PRARIE &, I B AR 1 & 1 UE S
A 2 BEAL B I ZRRE A, PRI mT IR AR ) HY i 5
3f k.

BEX SR S, 5 PSS Y 18 A eV A 1R HE X R
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